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Are you a police professional and want to learn about your vital contribution

to a safer and more peaceful world?

The IEB is delighted to present the collaboration with UNESCO and IBZ Gimborn in a free Massive Open Online Course
(MOOC) for members of police agencies, on “Freedom of Expression and Safety of Journalists” .

This is a free online course, consisting of five modules and a live webinar, starting on | | July 2022. By registering for
this MOOC, you will contribute to a safer and more peaceful world. Taking part in this five-week online course, you will
learn how you, as an IPA member, police officer, police staff, and / or journalist, academic or lawyer, can strengthen the
protection of freedom of expression.

One of the IPA’ s aims is to protect human rights and world peace, and by participating in this collaboration and
registering for the MOOC, you, as well as the IPA worldwide, will contribute the UN’ s Sustainable Goal 4 - Quality
Education, Goal | 6 - Peace, Justice and Strong Institutions, and Goal |17 - Partnership for the Goals.

Thank you for your support! We look forward to seeing you on the class.

il UNesco

Freedom of Expression

and Safety of Journalists
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Are you a police professional and want to learn more about Dates
your vital contribution to a safer and more peaceful world? 11 July - 18 August 2022
Enroll for this free, massive open online course (MOOC), Duratic
presented by UNESCO, International Police Association R waaks
and IBZ Castle Gimborn.

Credential

The course consists of five modules and a live wehinar,

It aims to deepen the understanding of the need to protect
freedom of expression, freedom of speech and the safety of
journalists. It also aims to strengthen the role of police
officers in this matter.

Certificate of completion

Rugistration Link
unesco-ipa-mooc.com

This free five-week online course will be offered not only to
palice members worldwide but will also be open to
journalists, academia and lawyers.

Register now

for free

IPA Activities IK235F5 )

FREEDOM-

EXPRESSION
moSAFETY o

JOURNALISTS

REEERE 2022 F£ 03 B 31 B - HESBRHMWXMAG
(UNESCO) TIBIRERRE (IPA) SX2MH T —IAMB
BIERHRE  SHEIBESERMNZRASHEESHDBDIDR
ESEENRE - EHMBRNSERELHHUSBDEREA
BN ELRMR LR (MooC) »

X MEM 2020 F1 65 PERN—IAEHARIBE @ KRB
IR LR B DT RRIEIBI - RISEE - MR 588 -
RBEEERSHE  MELTRBEEDEBABINRZEEIK
ABFISIH - EHABRZBISDIERRBENTRIE
B R Es IS kB 185 - EMBHRBBIERE—BENE

AN ABERBRESIERMEI T M ~ JENTD R
BivERN 17 PERIEIT 8,500 BEHFEAS - MEIRL
ERETRISBBRAEIR 100 BRRESB 372,000 BEB
B IPA B BTE TR EIREMMMIR

EZER=DiReE : ERSHKEDNERBE
AHNAABRRSREE - WARR : "EZ=MNZE2HER
R BENHZEIBRE LEMRERIKEDEMBEED
RLMEABEDITRNEEEEA -, hE#H7 : "RBMR
BIREZ=RE (1PA) NBE - BN NMAMBERKERER
BSHNEEEE LITERBURNEZBSLENEEATR
Ko,

B[R E R 1R 2k 2 & May-Britt Ronnebro Fv : THPIRS
PR NABEDEHEE  BRESMEABEHRE M
PERERSNEREMNRSHEDNZRRIEDDEIEN

Paris, 31 March 2022 - UNESCO and the International
Police Association (IPA) today unveiled a new partnership
to build skills among police and security personnel in
upholding freedom of expression and protecting journalist
safety. The partners will launch a global Massive Open
Online Course (MOOC) open to police all around the world.

A 2020 UNESCO study of 65 countries pointed to a
sharp rise in violations of press freedom during protests,
including harassment, intimidation, attacks, arrests and
even killings of journalists, often carried out by police
and security forces. A lack of police training on how
to maintain order while enabling journalists to do their
job is considered a major contributor to this problem.
UNESCO has already trained 8500 police in |7 countries
in Latin America, Africa and the Arab region through local
partnerships. This work will be expanded and accelerated
through this new agreement with IPA, which has 372,000
members in nearly | OO countries.

UNESCO has already trained 8500 police in |7 countries
in Latin America, Africa and the Arab region through local
partnerships. This work will be expanded and accelerated
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through this new agreement with IPA, which has 372,000
members in nearly 1 OO countries.

Police and media: both crucial players in ensuring
freedom of expression

"Police and security forces are critical duty bearers
in ensuring that journalists are able to do their jobs
safely and that any violations against press freedom are
investigated and punished in accordance with the law," said
Audrey Azoulay, Director-general of UNESCO. "Through
this partnership with the International Police Association,
UNESCO will expand its global programme to protect
journalists and fight the longstanding impunity for crimes
against journalists."”

"We are very pleased to join efforts with UNESCO to
ensure that security forces are aware of their vital role in
protecting journalists and in ensuring a safe environment
conducive to freedom of expression. Good, transparent
communication with the media will also improve the public
image of the police services," said May-Britt Ronnebro,
Secretary-General of the International Police Association.
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The MOOC will comprise a series of free online courses
and is based on the UNESCO Training Manual on Freedom of
Expression and Public Order. It is aimed at police, security
forces and law enforcement agencies, including trainers
of police officers, gendarmerie, emergency preparedness,
security and police trainees, intelligence officers, riot
police, spokespersons of police and investigators.

Both the MOOC and a global training of trainers will
be designed and delivered by IBZ Castle Gimborn, the
training and educational facility of the International Police
Association, in North Rhine-Westphalia, Germany.

UNESCO's long experience in the training of
judicial actors

According to UNESCO data, almost nine-in-ten journalist
killings worldwide in recent years remain unresolved. The
UNESCO and IPA training initiative will also encourage
police to pursue investigations to ensure that those
responsible for these crimes are identified and prosecuted.

To implement this training, UNESCO will draw from its
long experience of training judges, who also play a critical
role in the protection of freedom of expression, freedom
of press and access to information. Since 2013, the
Organization and its partners have trained 23,000 judges,
judicial actors and civil society representatives from around

the world on international standards around these issues.

These activities are implemented within the framework of
the UN Plan of Action on Safety of Journalists and the
Issue of Impunity and will be supported with funds from
the Ministry of the Foreign Affairs of the Netherlands,
through the International Programme for the Development of
Communication (IPDC).
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Mr. Michael Odysseos, former IPA International
President, passed away peacefully on 22 April
2022. We express our deepest sorrow at his passing
and extend condolences to his family.

The IPA always played an enormous role in Michael’ s
life.

Michael fulfilled the IPA motto, Servo per Amikeco,
throughout his long and active life, and was a driving
force in ensuring his home section of IPA Cyprus
always played a vital role within the association.
As such, he took great pride in the organisation of
the XXI IPA World Congress in | 993 in his home
country.

As early as 80s, Michael was elected as Internal
Auditor, before serving two terms as International
Vice President from |994 onwards. Since then, he
had traveled more often for IPA affairs. His great
contributions to the association have earned him the
IPA Bronze Medal, the IPA Silver Medal, and the
IPA Gold Medal in Israel at the World Congress in
respective years.

Leading the IPA

The IPA was at the heart of Michael's life, and
Michael's heart beat for the IPA. Michael was one
of the greatest ambassadors of our association on
a global level for many years. A close friend and
confidant of our founder, he took over the leadership
of the IPA in 2000, before Arthur Troop passed
away in the same year. It was the handing over of
the baton between two great men, a guarantee that
the work of our founder would remain in trustworthy
hands, with the assurance that the values and
principles of the IPA would continue. This was the
case, for Michael led our great family with enormous
self-sacrifice, dedication and will. As President,
one could always admire Michael’ s seriousness
when conducting business, his friendliness towards
everyone, his sense of service, diplomacy and his
dexterity in problem solving and politics.

In memory of Michael

Michael honoured the IPA motto through the
excellence of his commitment. He had the soul of a
knight, a heart full of generosity and the spirit of a
conqueror. All those of us on the IEB and throughout
the IPA world who had the privilege of spending
precious time with Michael, can count themselves
lucky to have benefitted from his example and advice,
and we are grateful for the friendship he shared with
us. On behalf of the entire IPA family, our deepest
condolences go to Michael’ s family, as well as to
our friends in IPA Cyprus.
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On 24 April 2022, a donation from the international aid
for Ukraine was handed over to our Polish section in Lodz/
Poland. During the meeting, Mr. Martin Hoffmann, the
Treasurer Social Affairs, was welcomed by the President
Piotr Wojcik and Vice-President Aneta Sobieraj.

From the international donations for Ukraine Aid received
so far, on this occasion | 0,000 Euros were handed over
to the Polish Section. The donation was handed over in an
orphanage in Lodz, which currently houses | O6 people from
the Ukraine (93 children and |3 adults). This orphanage
has made room for a further |50 people. The donations
are urgently needed for the purchase of food, schoolbooks
and electronic learning supplies, in order to be able to
offer distance learning in Ukrainian.

The importance of helping orphanages was shown when the
donation was handed over. The retired police officer, who
took us from the hotel to the orphanage, had also been
placed in this orphanage from the age of 5 to 19.
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“Change - Risk or Opportunity? Europe, Society, Climate,
was the leading theme of this year's 25th
European Police Congress in Berlin.

Technology”

The European Police Congress is the largest conference
for internal security in the European Union. Each year,
the conference is a meeting place for experts from more
than 20 countries. Representatives from politics, border
protection, secret services as well as governments,
parliaments and industries attend the conference.

The German IPA Section regularly takes part in this
important congress as a reliable partner and flew the
flag again in May 2022 by using the many opportunities
available to get in touch with network partners.

Together with Schloss Gimborn, the regional IPA
group Berlin and the Child Protection Alliance
“Kinderschutzallianz” , President Oliver Hoffmann and
Secretary General J rgen Glaub held many interesting
discussions at the IPA stand. One of the highlights was
when an IPA member from Japan visited the booth of IPA

Germany.

Oliver Hoffmann moderated the expert forum "Police
Equipment: Robust and Safe". The national chairman of the
German police union, Rainer Wendt, and David M ller from

Panasonic were speakers on the panel.
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During the period of 4-8 May 2022, IPA Cyprus organised During their stay on the island, our friends from different ,E_ 13 BERU—EXENBEREIR 1“_!E|_‘ﬁl_‘5 Bar) £
the 2nd International Festival of Folklore and Songs in Sections had the opportunity to appreciate Cypriot 13-
hospitality, to see the beautiful sights of the area and to

savour our traditional delicacies. They also enjoyed the

Paralimni and Ayia Napa in the Famagusta area.

The opening ceremony was held in Protaras Paralimni, and
the festival part in Ayia Napa with hundreds of spectators.
The memories of the event will stay with all participants
for a long time. The festival was attended by members

from IPA Cyprus, Greece, Bulgaria, Israel, Romania, North
Macedonia and Ireland. They all gave the event a special

lovely seaside and beaches, and went on a wonderful cruise
on the pirate ship. The festival ended with a glamorous
party where everyone had a lot of fun.

The gratitude goes to the municipalities of Ayia Napa and
Paralimni, and to the Kapetanios Bay Hotel at Protaras for
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flavour and a unique taste from their cultures and traditions. their valuable support and hospitality. mRZ BDIRE | 750 2 2 OJ Hk 20 B 52 6 - 52 S B0SBIE -
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Dubai Police department, on 31 March, announced the release
of the 150 NFTs on their Twitter account. People can get one
with free of charge once finished all requirements. The post
had more than 3,000 comments by deadline.

Khalid Nasser Al Razoogqi, the director of the General
Department of Artificial Intelligence at Dubai Police said that
Members of the public, whether inside or outside the country,
can own these digital assets for free by participating in the
Dubai Police campaign.

In fact, according to the local media, Dubai Police is the first
government entity in the UAE to create its own digital assets
and the first police organisation in the world to do so. Khalid
Nasser Al Razooqi informed the media that this NFT represents
innovation, security, and communication.

A KR Source : TEFFE[X Dubai Police
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Asia's First Women's Police Station
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The Kozhikode City Women’ s Police Station is the first all-women police
station in Asia. It was inaugurated in | 973 with much fanfare by the then
Prime Minister Indira Gandhi and the same has always been touted as a pride
in terms of women empowerment. But even after close to 50 years, there is
not even a permanent dining table for cops at the station. Consequently, the
station calls for the raise in budget for enhancing the in-station facilities.

Local media interviewed few civil police officers and pointed out that the
working environment of the station is completely incompatible with the
daily police work. "We don't have an investigation room. Due to the lack
of workspace, weapons and ammunition are kept in a small and dirty room
with documents." Another officer added: "Other than the offices of the sub-
inspector and assistant sub-inspector, what we have is a small changing
room, and there is no resting place. We have around 20 officers at a time
at the station and they have to use two benches to have lunch."

By now, the mayor is concerned about the issue and promised that he will
take action as soon as possible to improve the facilities and working
environment.
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when the
Ancient Tree Falls

Mr. Jared Ojuok, HSC, Superintendent of Police and
IPA Kenga’ s Secretary General is currently deployed
as the Public Information Officer in the Office of the
Deputy Inspector General, Kenya Police Service. He
is a distinguished scholar, an astute communicator, a
transformative leader, and a family man.

A writer par excellence, Mr. Ojuok, wrote his inaugural
fascinating novel entitled “When the Ancient Tree Falls” .
The series of stories narrated through the thirteen chapters
in the book highlight the various cultural practices and
values among the Luo people. The novel is set in a remote
Kenyan village and depicts the traditional political, socio-
cultural, and economic life of the Luo community. The
story is about the accomplishments of Ngode Aganyo, a
pre-colonial community leader in the land of Mumbo, a
confederation of six related clans. He was a great warrior
and a judicious leader who led his clan with love and
firmness, which made him the epitome of good morals and
economic attainment within his community.

Jared Ojuok' s motivation to write the book was inspired

by the African proverb, “A man who sees a hen scattering

excrement should stop it, for who knows who will eat the
leg?” From a security perspective, Mr. Ojuok believes
that teaching the young generation traditional values and
value systems will create a more cohesive society where
good morals will be upheld, virtues of honesty, respect for
seniors, and kinship ties will also be observed. Society
will respect women and children, and participate jointly in
bringing up a responsible successor generation that will
carry forward the culture, the spirit of a people, informed
by common belief systems and values.

As a communication enthusiast, Mr. Ojuok hopes to write
more books that shall be read by school children across
the globe to expose the world to the unique Kenyan talent,
and more importantly to re-introduce the African cultural
concepts to the global public psyche.

The book is now available on Amazon for purchase.
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Bulletproof Vest

Ot covenng: 6000 or10000 Mylon/Palyester-mixed Cotton Fabnc
-—-Panel Maternial: Aramid / UHMWPE
--Madel: Police. Army. Tactical
Size: X5, 5 M L, XL, XXL, XXXL
-Weight: According to model and size
—-Protection Level: NIJO106.01 Level II1A
-5M shooting distance
—-Bullet stop 5-6 shots
-Omm FMJ RN; 44 Magnum SJHP
BFS=44mm
-Warranty: 7 years

Bulletproof Plate

-6000 oxford fabric, water resistant! Polyurea
—-Material: Alumina ceramic/ Silicon Carbide ceramic/ Boron carbide
ceramic/ UHMWPE
—-Normal size: 250*300mm; Other size can be customized
—Protection Level; NIJO101 06 Level Il Level IV

Weight: According to size, protechon Level and matenal
--Bullet stop: 7.62*51 M80 NATO, 7.62°39 AK4T MSC, 5.56"45 55109

7.62'63 M2 AP, 7.62°54R AP| B32

-15M shooting distance
—-Level Il Bullet stop: 3-6 shots: Level IV Bullet stop: 1-2 shots
-BFS=44mm

Warranty: 7 years

MADE IN CHINA

Website: www. ltcm.com.cn  www.zjlitai.en.alibaba.com

Contact person: Jimmy Liu
TEL/FAX: +B6 572 B6T137 3/ +86 572 8244505

Email: ley@ltcm.com.cn

Zhejiang Light-Tough Composite Materials Co_ Ltd.
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Address: No.7, Zhenxing Road, Leidian Industrial District, Deging County, £hejiang
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VICTIMS IN

THE SHADOWY OF TECHNOLOGIES 11

Member : Prof. Eddie Wazen, PhD.

The Evolving Threat Of Cybercrime And
The Emergent Technologies

The age of emerging technologies, such as the Internet of
Things (loT), information communications technology (ICT),
artificial intelligence (Al), cloud computing, particularly
in terms of machine learning and robotics; nanotechnology;
space technology; biotechnology; and quantum computing
to name but a few are nowadays a segment of our daily
corporate idiolect -- principles, protocols and architecture,
and with such tools might be a pathway to an additional
outlay efficiency and resourceful future for our global
commerce.

Perversely, these breakthrough development of novel
technologies have quickly become one of the fastest
rising forms for the entire spectrum of modern crime that
raises all sorts of complications, inherently vulnerable to
exploitation, a highly disruptive from both near and far, and
bring about major transformative shifts in how societies
function, which making it difficult to combat, detect
and mitigate, and broaden an accelerative opportunities
and openings for the criminality network to commit a
grander, added reward and potentially further sophisticated
cybercrimes, especially over the last year of 2020 online
web representation, Internet-based communication and phone
services as enterprising criminals have exploited fertile
new ground online during the Covid- | 9 pandemic.

Corporations and industries as a whole that have fostered
and modernized its technological advances in question relied
upon computerization and digital revolution to process,

accrue; connect sensitive material and intelligence analysis
on their critical research and resources for significant
social and economic benefits, enhancing productivity across
a host of sectors in which now pose serious challenges
and face the overwhelming, daunting, and costly, task of
protecting this information from those who would seek
illegal access to it, including labor force dislocations and
other market troubles and terms, exacerbated inequalities
- especially the growing geopolitical tensions around the
world and most nations view these new hi-tech risks to
public safety and national security.

In effect, the scientific modernism is largely taking place
beyond the purview of governments and in many cases,
the extraordinary impact of the Internet and the rate of
creativities is outpacing nations’ capacity to stay abreast
of the cutting-edge expansions and their prospective
societal norm influences, which the cybercrime scene
traversed from the geographical point of the victimization
to greater regions globally in which dramatically altered the
criminal justice terrain and further complicating the criminal
investigative efforts - a grander number and diverse actors
should be involved to initiate, shape, and implement both
methodological and normative solutions--and to a degree,
cyber criminalities depends upon the lack of technological
skills of law enforcement to advantageously commit the
offenses and with assertive probabilities evade detection
of crimes.

The changing criminal environment demands responsibilities
reassessment of the “new breed” cyber offenders and
what is the most critical dynamic framework categorizations
and needs to control the risks and vulnerabilities that the

B 3RI5{5 Contributions Contributions B R IZ 5

justice bureau becoming increasingly aware of the gravity of
its effect to level the new playing field of crime - also,
the availability and understanding of up-to-date forensic
cyber tools, which become apparent that the expertise of
technological skills, strategies, protocols, legal research
doctrines and procedures required of law enforcers to
competently battle the emerging menace of cybercrime.

Cybersecurity Experts Projects’ and Risks, 2020 annual
cybercrime reviewed systematic reports with rigorous
analysis that states approximately |.5 million potential
cyber attacks are attempted per day, and that the global
cost of cybercrime is projected to hit almost in billions
of dollars even trillions annually = and by 2021 The
average cost of a repeated ransomware attacks on a mid-
sized corporations and institutes is averaging high six (6)
figures and above-:- notably, the numbers of those firms
will experience double global levels of thirty five per cent
(35%) despite increased levels of awareness and more
resources being allocated to address risks - and this
type of new class crime is referred to as an ‘ Advanced
Persistent Threat’ (APT), which are vulnerable to exploits
for widespread impact and is here to stay.

Hence, foundation acumens in a contextual practicable
framework to mitigate these issues, a broader range of
commitment in developing stronger governmental open
source material evidence from law enforcement, intelligence
and policy communities as well as non-governmental sources
such as reputable global cybersecurity vendors, public
safety specialists, legal cybercrime expertise and academia
data or research strategies institutes, in which forms a
core structural transformation, relevant legislation and its
effectiveness, and the models of best practice management
for responding to the threat of cybercrime nationally and
internationally.

Also, world leaders, experts and prominent figures have
also openly acknowledged the cyber-threat to society and
the economy, and Governmental authorities are actively and
transparently elevating cyber-related risks into a national
security issue, by ratifying arrangements in law, compliance,
provisions and part that exists in relation to the criminal
justice cyber security system resiliency and requirements on
capabilities, cooperation and reporting.

With regard to specific cybercrime offences, much of the
focus to date has been on cyber-enabled and intensified
activities upsurge in hostile nation-state sponsored and
organized crime gang hacking events, and a cyberattacks
surfacing online such as child sexual abuse and digital
child pornography, piracy, fraud, forgery; drug trafficking,
forensic investigation, reputational harm, and economic
crime, etc., which will be an order of magnitude greater in
2025 than it is today. In this regard, such as e-government,
e-commerce, e-education, e-health and e-environment, are
seen as enablers for millennium development targets, and
can facilitate an efficient achievement channel for criminal
purposes to further new and serious threats deployment

attacks against information infrastructures, publication of
harmful, illegal or false information via electronic media,
which have an imminent risks by placing societies in critical
ways.

Thus, Deterring cybercrime is an integral component of
a national and international cybersecurity and critical
information infrastructure protection strategies; this
includes the adoption of appropriate responsibilities
coordination’ s, legislative prevention, preparation,
response and recovery framework, which requires a
comprehensive approach for cybersecurity against criminal
or other purposes and the proliferation activities of
cybercrime.

The nature of threats

The world of cybercrime which is now become “an
industrg" has solidified its reliance’ s on advanced
Internet technologies and the highest cyberattacks measured
as an invasion of privacy with the majority of its criminality
avenues are financially motivated - law enforcement and
society in general observed various and most audacious
cyber attacks in recent years, which showcase cybercriminals
are becoming pluckier with creative streaks in executing
crooked engagements and structures by finding the point of
least security: mobile applications and more portal entry
plugs all offer more access - also, conveying and raising
alarming issues on how data been collected and by whom--*
and the worst yet---identity theft.

Thus, Keep up-to-date with the evolution of potential tech
issues and progress spirit of “prevention is better than
cure,” and conversant to the emergent of cybersecurity
threats methods that equipped with belligerent and
sophisticated malware in remaining vigilant regarding its
status - hence, by thwarting off and mitigating the effects
of serious cybercriminal possible attacks, which exhibit
preemptive measures in safeguarding critical data from
hostage takeover.

The most significant cybercrime trends and threats currently
that can be anticipated in which includes:

(1) Ransomware; (2) Other malware threats (stalkerware
- cryptojaking -- malicious code - mobile-focused --
viruses); (3) Fileless Attacks (Data breaches and network
attacks); (4) Denial of service - (DoS); (5) Remote and
Cloud Attacks (implementing cloud technologies or set up
collaborative spaces); (6) Spearphishing (targeting specific
individuals for the purposes of distributing sophisticated
malware or extracting sensitive information), and other
forms of social engineering attempts; (7) Zero-Day Exploits
(identifying security loopholes or vulnerabilities in software
programs); (8) 5G-Enabled Swarm Attacks (multiple devices
and network simultaneous attacks in real time); (9) Social
Media Spoofing (online scams -- false-information and
sharing conspiracy theories - deepfake ‘deep learning +
fake’ ); and (1 O) Attacks against critical infrastructure.




Interestingly, according to China National Crime Bureau (CNCB) records
indicate that the cyber threat to local businesses identifies a change in
the nature of cybercrime, which demonstrate that cyber delinquencies
are becoming more aggressive and confrontational trends that were
evident across various forms of cybercrime, such as high-tech crimes,
data breaches and sexual extortion, and its threat landscape in some
cases - cyber-espionage and cyber-terrorism, in which exhibits the
complexity of expanded attacks and sophistication of malicious
activities -- also in cyberspace continuous upsurge revealing the
potential for real-world impacts. The reliance on current and emerging
technologies in day-to-day operations both at home and workplaces
raises the prospective element for exposure to cybercrimes intrusion
via the Internet or information and communications technologies
(ICTs), many of which can impose serious risks and consequences that

threatens the public’ s safety, national and economic security.

These types of trends present new challenges both nationally and
internationally such as impacting targets indiscriminately, while most
ransomware occurrences currently infiltrate organizations worldwide
(Countries including the US, Canada, Mexico, France, Germany, UK,
Australia, Japan, India, and South Africa) via its email -- a newest
release system for both mass and targeted attacks are on the scope
with the mainstream adoption of loT [future cities and smart meters;
cloud security; emerging technologies; third-party vendor risks and
supplier chain attacks; wide-public and commercial availability of
tools and techniques as well as the “Darknet” concerns; poor
security cultures; the terrorist cybercrime nexus, and pervasive
anonymization tools - and businesses are still not prepared to face

today’ s fast-evolving threats.

The Evolution Of Malware

The global evolution of malware,
and specifically the exponential
growth of IT threats nowadays is

crypto-currencies and mesh networks)
which is not a precipitous attack,
continuously be a major issues -- it

an undeniable fact -- increasingly
sophisticated variants emerge, intended
to evade the security measures put
in place by commercial banks, online
supplies, pay platforms, etc., and as
with any supplementary businesses,
cybercriminals pursue active and
ultimate objectives to maximize the
effectiveness of their innovative
operations ways achievement on which
platforms to attack and the number of
potential victims in the most widely-
used financial profitability.

Ransomware (Labeled as a
‘ cybercriminal business model’ , and
one of the most truly ‘NextGen’
threats since technologically it is
supported by a range of attacking
tools and techniques as well as
anonymization measures such as

can strike again and again to the same
governmental divisions and enterprises.
A broad-spectrum pattern of evolution
repeatedly underpins these cyber-
related threats and trends - which
attributed to the enhancement nature
results in cybercriminals mature tactics,
techniques and business models.

Cybercriminals - hackers in particular
which are extremely difficult to identify
on both an individual and group level
due to their various security measures,
such as proxies and anonymity networks
that distort and protect their identity
-- are deploying relentless multiple
attack methodologies and objectivities
to succeed, unleashing mix complex
of ransomware in a single campaign,
taking advantage of a remote access
opportunity, infecting servers, and/

or disabling security software. The

progressive of the global cyber-
criminality network, which is
fundamentally credited to the increased
outlook for monetary incentives, has
shaped numerous and diverse styles
of cyber criminals, many of which dive
deep into the dark web for illegal
framework that poses a major threat
against broad categories of targets
including classified governments
information, resources and critical
infrastructure.

While law enforcement efforts and
challenges to tackle the ever-increasing
complexity issues within the threat
landscape, criminals’ figures continue
to grow, taking advantages of the
Internet anonymity, which created larger
risks - practically infiltrating every
professions, every industries, every
enterprises globally with shocking
statistics impacted on societies as a

B RGBS Contributions

whole to date - also, Governmental
criminality hacking, unlawful
attacks and threat of attacks is
the most serious cyber-terrorism
offense (such as websites, military
websites, politically motivated and/or
distributing propaganda including Cyber
Space).

in addition, criminals have tendency
towards simplicity which driven by
cost efficiency and by employing a

simpler efforts in development of

tools or techniques and attack methods
and/or using publicly available off-
the-shelf malware relying on victim’ s
poor security measures.

On the other hand, while the threat
setting does continue to constantly
evolve and mature towards ICTs as
well as other emerging technologies
clusters such as Al, machine learning
and high-performance computing (HPC)
that the associated risks are increasing
exponentially in such intricacy

The Cyber-Crime Underground Markets

The darknet is a part of the ‘deep
web’ , where access is anonymous
(encryption, virtual private networks
and other obfuscation techniques) and
largely untraceable and reachable to
a wider collection of all the websites
and databases from various search
engines that remarkably holds many
times the volume of availability to
trading in illicit goods and services
online black markets, in which become
increasingly commonplace and already
adding to the problems in dictating the
way that law enforcement facing to
trace and prosecute illegal activities
on cyber-space. But what is actually
the black market purposefulness, and
how does it function? Who are the
leading operatives? What transpires
after a malicious-ware is created? How
is the capital acquired, allocated and/
or laundered?

Nowadays, mobile, social networks

Contributions B R I1%{E

and cloud computing are the paradigms
that have changed the online
consumers experience, and the global
towering growth of the underground
economy of business trade secrets
and the desired information exploitive
purposes facilitate the cybercriminal
tendencies in the sordid underbelly
of the Internet candy stores that
encompasses a broader categories of
pilfered credentials for compromised
accounts (i.e., credit cards, bank
accounts, online payment), toolchains
such as malware (i.e., malicious
software), bullet-proof hosting, kits
for commercial scam and financial
embezzlements, and the extras, in
which continues to develop across
hundreds of dark-web markets, and
security statistics claims to reach
an approximate of | million monthly
visitors.

These fully-fledged Cyber-crime

and complication, which cannot be
completely comprehended, especially
in hi-tech progressive methodologies
and toolkits employed by cyber
attackers to present efficient, faster
and adaptable crimes to current safety
measures. Furthermore, it displays
harder traceability for law enforcement
investigators and cyber security teams
to identify and categorize evidential
artifacts and the approaches.

organizations markets have a
hierarchical structure that are made up
of buyers and sellers whereby every
action is performed by specialists
who hold diverse technological skills
and expertise in generating new
criminal patterns and well-defined
roles coupled with an appropriate
businesslike language anonymity and
presentation, which provides illegal
services actively with very lucrative
outcomes, and through the emergence
of legitimate online tectonic shift
that could trigger a fundamental
variation in its threat key drivers
platform schemes implementation
of mixt monetization (i.e., Bitcoin,
crypto-currencies and encrypted
messaging) permitting untraceable
outflows as well as Tor-like browser
networks, communication and trade of
information and technologies.

Hence, the increasing users and




national dependence on digital technologies interactions
is creating an opportunity for more exposure to nefarious
activities (e.g. phishing, bots, spam, fake Web pages to
be indexed on search engines, etc.):--and technologies
with enormous potential that target every industries and
sectors, which present challenges to societal norm notions
of money and privacy. Despite its relative youth, this
cyber criminality phenomenon already has its identifiable
exclusivity evolution, which is so lofty and exposed that
it has grasped the intensities of adaptation and expansion
than other legal professions and sectors in which could only
dream of. So how is it possible that an illegal activity
could evolve like this?

The Trend Of Exploiting Emergent
Artificial Intelligence Technology And
Cyber Crime -- Facing New Threats

Given the current speed and magnitude of changes in various
and diverse technological areas that formulate a context
of complexities and uncertainties of an exact prediction
of future advances, scenarios, challenges with the metrics
and opportunities for cybercrime and harm. Artificial
Intelligence comprises numerous sub-disciplines including
natural language processing, machine inference, statistical
deep machine learning, and robotics (superintelligence) that
either achieves or surpasses human intelligence.

Artificial Intelligence is a multifaceted tool and rapidly
becoming the next technological movement in every aspect
of daily modern business operations in which expected
to bring about great economic and social benefits (e.g.,
communications, healthcare, disease control, education,
agriculture, transportation (autonomous vehicles), space
exploration, science, and entertainment, etc.):**and also,
that can heighten the efficiency of improving captcha
cracking systems, including real-time identification of
cloud computing targets collecting several data usage and
compilation, sets and management, as well as the protection
of records against outside forces and/or perceiving potential
threat.

Unfortunately, most corporations are unaware of the
speedy risks encounters and challenges include the growth
of existing cybersecurity threats and exposures into
increasingly critical Al systems and its structures (e.q.,
Data breach, misconfiguration, insecure interfaces and
APls, account hijacking, malicious insider threats, etc.),
and converge with other technologies (e.g., biotech and
nuclear domains; algorithmic discrimination and biases).
The highly publicized cyber attacks across the globe
especially the multinational enterprises already build-up a
concerning affairs about the further integrative element
of Al technologies into daily-life and business operations,
which cybercriminals are employing the cutting-edge evolving
technological proficiencies that are constantly shifting
practices in order to make their cybercrimes more efficient,
swifter and adaptable to the existing security strategy
channels.

Hence, these cybercrimes developed more with precision,
targeted and innovative, thereby intensifuing the quantity of
potential victims. Al assisted and enhanced attacks are apt

to an added mainstream, and the innovative of its systems
is leading to a progressive complexity of even lower-level
cyber criminality. Artificial intelligence and cybercrime
protection have developed an interdependent relationship in
contemporary cyber security models, which exhibits diverse
applications and functional models derive - but also, a
greater concerns over data protection, privacy, and other
principles and values such as equity and equality, autonomy,
transparency, accountability, and due process.

Meanwhile, Artificial Intelligence nowadays serves as an
open platform for discussion, engagement and its influences
of creating new governance structures and clearly defines
progressive element and implementation management
charter, which outlines the principles underpinning its work
and overall strategy, long-term safety; technical leadership;
cooperative research; upholds high standards of scientific
excellence, including national Governmental efforts,
policies, regulatory impacts and doctrine in the areas of
societal risks, economics, politics, and national defense.

In this age of digital transformation and globalization, as
the District Advisor of the Asian Affairs Bureau of the IPA,
| personally recommend to increase awareness about cyber
safety -- and In light of this fact, governmental divisions,
corporations and trade industries should be mindful of not
just the ever-growing number of vulnerabilities but also
of the cybersecurity upcoming threats, in which reductive
efforts required to administer proactively and govern new
risks -- cause diverse challenges such as budget restrictions
- outdated legacy systems - the mobility of technical staff
-- balance of professional security and operations -- time
involved in implementing solutions and an inconsistent
interpretation of policies are becoming increasingly
problematic and complex.
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As you all know, IPA Spain Section has been designated to organize the 65th IPA WORLD CONGRESS OCTOBER 2020.
COVID- 1 9 forced us to cancel the organization of the WC during the years 2020 and 202 1. It is our pleasure to announce
that the 65th IPA World Congress is taking place from 3™ to 9" October 2022 in Spain.

To organize this event, we have chosen the city of Lloret de Mar (province of Girona), this place is in the Costa Brava, a
very pleasant tourist place that will surely satisfy all your expectations and the place for the congress will be The Olympic
Congress Center, part of the EVENIA Olympic Resort, a modern hotel resort composed of 4 hotels**** and located in a
residential area of Lloret de Mar. Its pleasant environment and modern facilities guarantee a successful development of
any kind of events. The surface area of over 30,000 m2 and feature: large gardens, tropical swimming pools, heated
swimming pools, spa, tennis court and covered car parking. It is located on the Costa Brava, Lloret de Mar (1 OO0 m. from
the beach. |2 minutes walking). The average temperature in October is 22 degrees and the distance between Barcelona
International Airport and Lloret de Mar (Costa Brava) is | hour by car. The distance between Girona International Airport

(Low Cost) and Lloret: 25 minutes by car.

We are waiting for youl!
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International Photo Competition 2022
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Following on from the successful and very popular Photo Competition 2020, the IPA Socio-Cultural Commission is pleased
to announce the IPA International Photo Competition 2022. The prize is up to EUR400 and please do not miss out the
chance to win. A first display of the photos will take place during the IPA World Congress 2022 in Spain. A total of 50
images will be selected and will be sent to Spain for mounting and displaying at an International Exhibition. Subsequently

the photographs will be offered to other sections, to encourage them to hold similar exhibitions.

There are two categories available for this year's competition. The Open Category is for Any Photographic Subject
meanwhile Subject Category only accepts photos about Police At Work. Further information can be found by scanning the
QR code.
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LiTai Armor

MICH2000 (Tactical)

--Aramid / UHMWPE

--Black/MB Green/Coyote/Multicam
--Palyurea Spray or Painting

-Size: S, M, L, XL Waeight: 1.30-1.70kg
--Side rail, NVG, Velcro, Elastic cord
-MIJO106 01 1AW NIJOT10E 01 1A
--5M Shooting Distance

--4-5 shots

-9mm FMJ BEN: 44 Magnum SJHP
--W&0 ballistic test according to STANAG 2020, 17 grain: 2650 misec

High Cut (Tactical)

--Aramid / UHMWPE
Black/MB Green/Coyote/Mulhicam
--Polyurea Spray or Painting
-Size: L, XL Weight: 1.45-1 65kg
--Side rail, NVG, Velcro. Elastic cord
NIJO106.01 11 1AW NIJO108.01 THA
--5M Shooting Distance
--4-2 shots
-9mm FMJ RN: 44 Magnum SJHP
W50 ballistic test according to STANAG 2920, 17 grain: 2650 m/sec

PASGT/M88

--Aramid { UHMWPE
--Black/MB Green/Coyote/Multicam
--Polyurea Spray or Painting
-Size: S, M, L Weight: 1.30-165kg
--If bolt-less type, utiizing special tube suspension systam
-MNIJO106.01 11 1AW NIJO108 .01 HHIA
5M Shooting Distance
--4-5 shois
--9mm FMJ EN: 44 Magnum SJHP
--W &0 ballistic test according to STANAG 2920, 17 grain: =650 m/sec

MADE IN CHINA

Zhejiang Light-Tough Composite Materials Co.,Ltd.
Website: www ltcm.com.cn www.zjlitai.en.alibaba.com
Address: No.7, Zhenxing Road, Leidian Industrial District, Deqging County, Zhejiang

Contact person: Jimmy Liu
TEL/FAX: +B6 572 BET1373/ +B6 572 8244505
Email: ley@ltem.com.cn
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IPA REGION 12 BUCHRREST INVITES YOU T0

JUPITER GUP

BEACH SOCCER TOURNAMENT

Registration of the teams and booking
the rooms will be made before the
01st July 2022 by the head of

delegation directly to Region 12 IPA
Bucharest!

For more dal;.ri‘is mg_&rdmg the

4-10 SEPTEMBER 2022

EVENT ORGANIZED BY IPA REGION 12 BUCHAREST IN PARTNERSHIP
WITH IPA ROMANIAN SECTION, COHOTELS AND THE ROMANIAN FOOTBALL FEDERATION!

CO

MORE INFO ON WWW.TURNEU.IPAJR.RO
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IPA House
BIFERRE (IPA) BRIE 16 B
PENZFT HBBB40BYE -
SEBRENEERE—BEENES
AR#3 °

HEXPDESRANDUNZEIBDER
2 (Paris) A BB MBI (Berlin) » 2
EFNDHNMBANDSTRNINSHE
(Lapland) ’ E@%’%‘ﬂi—@#nﬁm
3B BY) fix b7 BIREZ=EBRB
(1IPA House) sﬁearﬁm_ﬂﬁﬁaﬁj
NBRESHES ' BEHR

BEBAL BB TBHIN NS
ERRFTARABY IPA Hosting Book A
R SRENEBRIENEN -

18 R 75

The IPA owns more than 40 properties in |6 IPA sections

where members can stay in reasonably priced accommodation.

With locations ranging from sightseeing hotspots such as Paris
and Berlin, to the beautiful winter wonderland surroundings of
Lapland in Finland, to our apartment on the Australian Gold
Coast, IPA Houses offer a unique opportunity to travel the
world and meet local members.

Alongside these houses we have hundreds of ‘other
accommodation’ options available, including members’
holiday homes and discounts at hotels, with the number of

options increasing each year.

Have a look in our IPA Hosting Book, which is regularly
updated and provides an overview of each IPA House and Other
Accommodation option:

2022 J7\BhR / June Edition
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Learning

Seminar Programme 2022

22|01 Alktivin den Buhestand 10.01. - 13.01 Il Fh 320§ 22125  Tactical First Aid [1 S5 R 1306, - 140 G40 € | IHA 360 4

22|02  Aktivin den Ruhestand 26.01. = 27.01 80 € | IPA 3204 22126  Umwaltkriminalitat -
22|03  Die Macht der Clans - Clankriminalinat in Deutschland 1.0, - 0§.02 SED P& 32006 |'='|'|I"_l:"'|'-!-’ll'l"-_l’="l ter und grenzuberschreitender
. - . - KEriminalitat im Verbrechen gegen die Umwelt TRY Q) 2008, - 2 05 GAD PR A0 6
22104 Astivin den Ruhestand 07.02. - 10.03 LBO PA 370 4 o . _

. . , o 22126 Criminalita cantre Uambiente
22|08  Konflikte konstrekt e Logen 14101 : SHD PA 320 & Casi di criminalitd organizzata e transfrantaliera

22|06 Eingriffisrecht und Europarecht - Rechtssicherheit nei crimini contro Fambiente | 166 204 260 W80 € | [PA 320 4

bei der grenziberschraitanden Zusammenarzeit 21.0%. - 23.04 i50E | IPA2TS ¢ 22|27  Police Street Survival Training BB Ve 07 — 08,07 G PA 32004

| e— e Blammm —

ii|{l'.|' Siresse und Bonlhkisituatlianen .EH.EE Unter Druck
Wienn die Stressverarbetiung micht mehr Tenkbioniers -
Hille durch Slressmanagemeni 21.02 20 SH O P& 3200 8

Umgang mit belastenden Antorderungen 18,04, -10.04 A0
22129  Polizeiliches Managemant von Groliveranstaliungen -
5 insabr = ¥ IPA 350 4 . : e ) .
22|08 Taktische Einsatrmadizin = aeilf L -l 4 . L Kundgebunger, Demenstrationen, Sportereignsse . Y i 00 VL B IR0 6

22|29 Gestionares politiensascd internationald a

3 sl First Ald — 1 2 . q TR A L s -
22|08 Tactical First Ald BB 24, [ 0 1 1 1P& A evenimentelar majore — Mitinguri,
demanstratii, evenimente sportive [ 15.08, - 19.08 A0 E | IPA 204

22|09 Fasten? Traw Dich! - Hailfasten im Dherbergischen Land 28.02. - 06.03 GH O Pa 33006 22|30 Sccial Media Master Kurs 2208, - 26.08 B0 4

22[10  Sccial Media XL - Fit im Mutzen Sozialer Medien O3 - 1103 B0 ¢ 22131 Enviranmental Crimes -

Ja

22111 The Botentials of Virtual Reality [legal Prafits and Cross-Barder Crime B8 29,08 - 02.09 VD PR320 4

in Bolice Tra 1 140 18 1 LA P& T30 ¢ L L . . . T
: lee Training B8 e = LS ' . 22|32 Digitalizierung und Palizeiarbeit/YouPo Seminar MBS 15.0%. - 09.09 40 € | IPA 320 4

22112  Gegen den Staat, dem sie dienen 2232
Reichshirger, Verschwirungsthearetiker und
Rechtsaxtrema in staatlichen Organisationan 23.03. - 25.03 230 4 PA 1B ¢ 22133 Motorradkultur und Sicherheit -
- Ba Ausfahrten im Bergischen Land mit Demanstrationen

22113 AR i den Ruhesland JE.OF 3103 GHO P 700§ . . o . . i
| und Ubungen zum sicheren Moterradfahren 15,09 104 350 € | TPA 275 4

Digitalisation and Palice Work/YouPo Seminar e 15,0 159,05 RAL P& 320 9

2214 Le maintien de l'ordre: Face aux nouvelles farmes
de manifestations, gue faut-il faire pour adapter
les tachniques de maintien de l'ordra? B D, D4, - 0804 LT PA 330 4

22]3\'4 Missing! = The phenomenen ol missing peaple
in modern Evrapean socielics S e 09, - 16.0% L HD P& 320 o

e | Epiirsi g 7 e iy
22115 Aktiv in den Ruhestand ' Ok TR LED § PA 3700 € 220134 fagi fony! Fenomme Faginie ||_ 1 W _ B
wpedec Fensiwach nowad 2esne] Europy _H L] .05 G HO & P 3200 4
22|16 n- Kris Tz nt N 25 04 2004 G E D P& %30 8 .
| Katastraphen- und ¥risenmanagemant [ | 22135 Spanisches Seminar -

22|16 Dizaster and Crisis Managemen: S . 25,04, - 20,04 GHD P& 320§ Thema wird nach bekannt gegeben W8T 19.0%, - 23.09 AA0E | IPA 3204

22|17  Social Media XL - Avfbauseminar 02.05. = 06E.0¢ BG0 ¢ 22|35 Seminario Espaiiol

Tema par anunciar e 1904, = 23.09 AAD PA 320
ii|13 Handlurgssicherbell el der Bewalbgung A ! -

polizeilicher Einsdtze mit psychisch kranken 22|36 Fubrungskraft sein - habe ich mir das so vargesielly? 28.09. - 30,09 HED P& 3204

undloder suizidalen Mensehen on.05, - 10,05 230 1 = . " . OR 4
| 22137 ASP Instructor Cavrse BB 16,10, = 06,18 350 € | 1PA2VS 4

s Fiihrungs: itik 3uk
2l9 f{?ﬁiﬁzﬁ;sfm:ﬁrLI'Ig'E:ILfE:II:IE-. ARt A S T o . pe EIHE Sehretbwerkstatt — Jubilaemaworkshogp 1710, — 09 11 2000 f B 190 4

11.03% 13.0¢ LAD & &30 d
JJ|1'IJ Motarradkuller und SiEherbel -

Training Gir verantwariungshewusstes Matorradfakren .05 - 15.0° 50 € | PR 2754 22|40 Wenn die Stressvararbeitung nicht mahr funktioniert -
i h : 171 4B PA 170 &
22|21 Fihrung in Aussicht oder den Rallenwechsel meistarn 23.05. - 25.0¢ A0 PA 33004 Hilfe durch Stressmanagemant o e ' -
220141 Irorochtigen Moment (klein Argument? -

Prolessianeller Umgang mil Betchshiirgern,
Populisten und Verschwdrungsthearelisern 03,11 a1 351001 § P& 275 §

22139 Gimbora writers 0.10. — 1810 GHD PA 370§

2E|.H Gewall im Spiel - Hoabhgans und UDliras im Umield 10,05, - 0306 GHD P& 320§
van Fufballspielen - e

22|22  Prrzemac w grie - 10.05. - 0OF .0 LA 4 PA 3300& , , o R
I'u.iEEI'I' iIJ-\.EtIEE. wakdl maczéw |'.I'I'rl=ﬂ|‘=.|':i-\.'|'l -- ]1'-‘!] Aktiv in den Buhestand ) 4 ik Fil 3200 f )
22|23 Aktiv in den Ruhastand 07.06. - 10.06 WHO € | 1PA 320 4 42[43 Bedrmbung durch Cyber Temorsmus =
Wig Terroristen und Extremisien das Internael
22|24 Unter Druck - lir thre fwecke nutzon 8 S 15.1 0g.12 IR P& 3204

Umgang mit belastenden Herausforderungen 13.03 15.0¢ GED PAIZ0E - ) . E
Mgalk ! : : PAMRTEIHEr LTRSS o ok 22143 The Threat of Cyber Terrorism — The use of the interpet by ]

22125  Taktische Einsatymedizn 1) 5SS 135,00 1& DG 490 4 IP& 360 ¢ terrorists and extremists S 15.17. — 0913 GAD PR320 %



